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Preface

Android has quickly become one of the most popular mobile operating systems, not only to
users but also developers and companies of all kinds. Of course, because of this, it's also
become quite a popular platform to malicious adversaries.

Android has been around in the public domain since 2005 and has seen massive growth
in capability and complexity. Mobile smart phones in general now harbor very sensitive
information about their users as well as access to their e-mails, text messages, and social
and professional networking services. As with any software, this rise in capability and
complexity also brings about a rise in security risk; the more powerful and more complex
the software becomes, the harder they are to manage and adapt to the big bad world.

This applies especially to software on mobile smart phones. These hot beds of personal and
sensitive information present an interesting security context in which solve problems. From one
perspective, the mobile smart phone security context is very difficult to compare to the servers
on a network or in the "cloud" because, by their very nature, they are not mobile. They cannot
be moved or stolen very easily; we can enforce both software and physical security measures to
protect unauthorized access to them. We can also monitor them constantly and rapidly respond
to the security incidents autonomously. For the devices we carry around in our pockets and
handbags, and forget in taxi cabs, the playing field is quite different!

Android users and developers express a need to be constantly aware of their mobile security
risks and, because of this need, mobile security and risk assessment specialists and security
engineers are in high demand. This book aims to smoothen the learning curve for budding
Android security assessment specialists and acts as a tool for experienced Android security
professionals with which to hack away at common Android security problems.

What this book covers

Chapter 1, Android Development Tools, introduces us to setting up and running the tools
developers use to cook up Android applications and native-level components on the Android
platform. This chapter also serves as an introduction to those who are new to Android and would
like to know what goes into setting up the common development environments and tools.
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Chapter 2, Engaging with Application Security, introduces us to the components offered by
the Android operating system, dedicated to protecting the applications. This chapter covers
the manual inspection and usage of some of the security-relevant tools and services used
to protect applications and their interaction with the operating system.

Chapter 3, Android Security Assessment Tools, introduces some of the popular as well as new
and upcoming security tools and frameworks used by Android security specialists to gauge the
technical risks that applications expose their users to. Here you will learn to set up, run, and
extend the hacking and reverse engineering tools that will be used in later chapters.

Chapter 4, Exploiting Applications, covers the casing exploitation techniques that target
the Android applications. The content in this chapter spans all the Android application
component types and details how to examine them for security risks, both from a source
code and inter-application context. It also introduces more advanced usage of the tools
introduced in Chapter 3, Android Security Assessment Tools.

Chapter 5, Protecting Applications, is designed to be the complete opposite of Chapter 4,
Exploiting Applications. Instead of talking purely about application flaws, this chapter talks
about application fixes. It walks readers through the useful techniques that developers can
use to protect the applications from some of the attacks, which are detailed in Chapter 4,
Exploiting Applications.

Chapter 6, Reverse Engineering Applications, helps the readers to learn to crack open the
applications and teaches them the techniques that Android reverse engineers use to examine
and analyze applications. You learn about the Dex file format in great detail, as well as how to
interpret Dex bytecode into useful representations that make reverse engineering easier. The
chapter also covers the novel methods that reverse engineers can use to dynamically analyze
applications and native components while they are running on an Android operating system.

Chapter 7, Secure Networking, helps the readers to delve into the practical methods that
application developers can follow to protect data while in transit across the network. With
these techniques, you will be able to add stronger validation to the Secure Sockets Layer
(SSL) communications.

Chapter 8, Native Exploitation and Analysis, is dedicated to covering the security assessment
and testing techniques focused on the native context of the Android platform. Readers will
learn to look for security flaws that can be used to root phones and escalate privileges on

the Android systems as well as perform low-level attacks against native services, including
memory corruption and race condition exploitation.

Chapter 9, Encryption and Developing Device Administration Policies, is focused heavily on how
to use encryption correctly and avoid some of the common anti-patterns to keep data within
your application secure. It recommends several robust and timesaving third-party libraries to
quickly yet securely enhance the security of your applications. To wrap up, we will cover how to
use the Android Device Administration API to implement and enforce enterprise security policies.

—21
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What you need for this book

Though there are some software requirements for the book, many of the walkthroughs in
the book discuss downloading and installing the required software before actually getting
down to using them to contribute to the topic being discussed.

That being said, here is a list of the software you will probably need to have before starting
with the walkthroughs:

» The Android Software Development Kit (SDK)

» The Android Native Development Kit (NDK)

» The GNU C/C++ Compiler (GCC)

» The GNU Debugger (GDB)

» Python, preferably 2.7 but 3.0 should work fine

» Virtual box

» Ettercap (for Windows or Linux/Unix systems)

» Dex2Jar

» Objdump

» Radamsa

» JD-GUI

» The Java Development Kit (JDK)

» drozer, an Android security assessment framework

» The OpenSSL command-line tool

» The keytool command-line tool

Who this book is for

With some chapters dedicated to exploiting Android applications and others focused
on hardening them, this book aims to show the two sides of the coin, the attacker
and the defender.

Security researchers, analysts, and penetration testers will enjoy the specifics of how to
exploit the Android apps. Application developers with an appetite to learn more about security
will gain practical advice on how to protect their applications from attacks.
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Conventions
In this book, you will find a number of styles of text that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "The system
image ID you selected from the previous step must be specified using the —t switch."

A block of code is set as follows:

from drozer import android
from drozer.modules import common, Module
class AttackSurface (Module, common.Filters, common.PackageManager) :

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold as follows:

from drozer import android
from drozer.modules import common, Module
class AttackSurface (Module,common.Filters, common.PackageManager) :

Any command-line input or output is written as follows:
sudo aptitude update //If you have aptitude installed

New terms and important words are shown in bold. Words that you see on the screen, in
menus, or dialog boxes, for example, appear in the text like this: "Once you've accepted the
licenses, you can collect your documentation and APIs by clicking on Install".

% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com, and
mention the book title via the subject of your message.

—a1
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If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www . packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased from your
account at http://www.packtpub. com. If you purchased this book elsewhere, you can visit
http://www.packtpub.com/support and register to have the files e-mailed directly to you.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the code—
we would be grateful if you would report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any errata,
please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the errata submission form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will

be uploaded on our website, or added to any list of existing errata, under the Errata section
of that title. Any existing errata can be viewed by selecting your title from http://www.
packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@epacktpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

(s |-
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Android Development
Tools

In this chapter, we will cover the following recipes:

» Installing the Android Development Tools (ADT)

» Installing the Java Development Kit (JDK)

» Updating the API sources

» Alternative installation of the ADT

» Installing the Native Development Kit (NDK)

» Emulating Android

» Creating Android Virtual Devices (AVDs)

» Using the Android Debug Bridge (ADB) to interact with the AVDs
» Copying files off/onto an AVD

» Installing applications on the AVDs via ADB

Introduction

A very clever person once said that, "you should keep your friends close but your enemies

closer". Being a security professional means keeping an eye on what developers are doing,
have done, and are likely to do. This is because the decisions they make greatly affect the

security landscape; after all, if no one wrote bad software, no one would exploit it!
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Given that this book is aimed at anyone interested in analyzing, hacking, or developing the
Android platform, the know thy enemy concept applies to you too! Android developers need to
stay somewhat up to date with what Android hackers are up to if they hope to catch security
vulnerabilities before they negatively affect the users. Conversely, Android hackers need to
stay up to date with what Android developers are doing.

The upcoming chapters will walk you through getting the latest and greatest development and
hacking tools and will get you to interact directly with the Android security architecture, both
by breaking applications and securing them.

This chapter focuses on getting the Android Development Tools (ADT) up and running and
discusses how to troubleshoot an installation and keep them up to date. If you feel you are
already well-acquainted with the Android development environment and tool chains, feel free
to skip this chapter.

Without further ado, let's talk about grabbing and installing the latest Android
Development Tools.

Installing the Android Development Tools

(ADT)

Given that there are many versions of the Android framework already deployed on mobile
platforms and a variety of handsets that support it, Android developers need tools that
give them access to many device- and operating system-specific Application Programming
Interfaces (APIs) available on the Android platform.

We're talking about not just the Android APIs but also handset-specific APIs. Each handset
manufacturer likes to invest in the developer mindshare in their own way by providing
exclusive APIs and services to their developers, for example, the HTC OpenSense APIs. The
ADT consolidates access to these APIs; provides all the necessary tools to debug, develop,
and deploy your Android apps; and makes it easy for you to download them and keep them
up to date.

How to do it...

The following steps will walk you through the process of downloading the ADT and getting
them up and running:

1. You'll need to head over to https://developer.android.com and navigate
to the ADT Download page or just visit https://developer.android.com/
sdk/index.html#download. You should see a page like the one in the following
screenshot:
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Android SDK | Android Developers

€ - ] . . % | @ developer.android.com/sdk/index html | B~ Google A A& B -
lﬁ' Developers ~ Design Develop Distribute (o} H i
Training API Guides Reference Google Services
Developer Tools Get the Android SDK
Download =

) The Android SDK provides you the AP libraries and
Setting Up the ADT developer tools necessary to build, test, and debug
Bundle apps for Android

I

Setting Up an - .
Existing IDE If you're a new Android developer, we recommend you
download the ADT Bundle to quickly start developing

Exploring the SDK apps. It includes the essential Android SDK

Download the NDK components and a version of the Eclipse IDE with
builtin ADT (Android Developer Taols) to streamline

Workflow ~  your Android app development

Tools Help ~ With a single download, the ADT Bundle includes

everything you need to begin developing apps:
Revisions

« Eclipse + ADT plugin
Extras 2 + Android SDK Tools
* Android Platform-tools
samples ) ]
« The latest Android platform

ADK. ~ e Thelatest Android system image for the emulator

If you prefer to use an existing version of Eclipse or another IDE, you can instead take a more customized approach to
installing the Android SDK. See the following instructions.

~ USE AN EXISTING IDE
~ SYSTEM REQUIREMENTS d

2. Once you're there, click on Download the SDK and the following screen
should appear:

€ SJ.. % | & hitpsi/fdey droid.com/sdk/index htmi#download e ||B- Google Pl & B- ¥~
Developer Tools Get the Android SDK
Download =
Before installing the Android SDK, you must agree to the following terms and conditions B
Setting Up the ADT
Bundle T AT Ay T AT EAT T eI e T Te group o TWTTC T G UUgTe TS e PSS
be third party benefici s to this License Agreement and that such other companies shall be entitled to directly
Set <~ enforce, and rely upen, any provision of this License Agreement that confers a benefit on (or rights in favor of)

pa
Etoine them. Other than this, no other person or company shall be third party beneficiaries to this License Agreement

Exploring the SDK
14.5 EXPORT RESTRICTIONS. THE SDK IS SUBJECT TO UNITED STATES EXPORT LAWS AND REGULATIONS. YOU
MUST COMPLY WITH ALL DOMESTIC AND INTERNATIONAL EXPORT LAWS AND REGULATIONS THAT APPLY TO
THE SDK. THESE LAWS INCLUDE RESTRICTIONS ON DESTINATIONS, END USERS AND END USE.

Download the NDK

Workflow 2

Tools Help . 14.6 The rights granted in this License Agreement may not be assigned or transferred by either you or Google
without the prior written approval of the other party. Neither you ner Google shall be permitted to delegate their

Revisions - responsibilities or obligations under this License Agreement without the prior written approval of the other party.

Extras - 14.7 This License Agreement, and your relationship with Google under this License Agreement, shall be governed 1
by the laws of the State of California without regard to its conflict of laws provisions. You and Google agree to

samples submit to the exclusive jurisdiction of the courts located within the county of Santa Clara, California to resolve any
legal matter arising from this License Agreement. Notwithstanding this, you agree that Google shall still be

ADK v allowed to apply for injunctive remedies (or an equivalent type of urgent legal relief) in any jurisdiction.

<[]

November 13,2012

I have read and agree with the above terms and conditions

© 32-bit @ 6a-bit

nload the SDK ADT Bundle for Windows ]
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3. Of course, you will need to accept the license agreement before downloading and
select the appropriate CPU type, or register size if you're not sure how to check your
CPU type.

On Windows, you need to complete the following steps:

Click on Start.
Right-click on My Computer.
Select Properties.

A window with your computer's system-specific information should pop up.
The information you are looking for should be under the System section,
labeled System type.

P NP

Systemn
Manufacturer: Glokal Desktop
Madel: v3.0
Rating: _-_,!l_i. Windows Experience Index
Processon Intel(R) Core(TM]) i5-3320M CPU @ 260GHz 260 GHz

Inctalled memory (RAMI 400 GB (3.41 GB usable
Systemn type: 32-bit Operating System

Pen and Teuch: Mo Pen or Teuch Input is available for this Display

To check your system type on Ubuntu, Debian, or Unix-based distributions, perform
the following steps:

1. Open a terminal either by pressing Ctrl + Alt + T or simply launching it using
the graphical interface.
2. Execute the following command:

uname -a
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3. Alternatively, you could use 1scpu that should show you something like the
following screenshot:

File Edit View Terminal Help

k3170makan@bl4ckwidOw:~$ uname -a
Linux bl4ckwidbw 2.6.32-46-generic #107-Ubuntu SMP Fri Mar 22 20:15:42 UTC 2013 x86 64 GNU/Linu

X
k3170makan@bl4ckwidOw:~$ lscpu
Architecture: X86 64
CPU op-mode(s): 32-bit, 64-bit

(s) per core:

(s) per socket:
CPU socket(s):
NUMA node(s):

enuineIntel
6

42

7

1600.000

VT-x

32K

32K

256K

6144K
k3170makan@bl4ckwidow:~$ ||

4. When you're happy with the license agreement and you've selected the correct
system type, click on Download in the ADT Download page. Once the ZIP file has
been downloaded, it should look like the following screenshot on Windows:

|5 WinZip Pro - adt-bundle-windows-x86-20130210 zip T YT Ol - =
File Actions View Jobs Options Help
3 I B 15
Q4 0 R Ee &R 9 5y
New  Open  Favorites  Add  Bdract  Mal  Encypt  View  CheckOut  Wizard  ViewStyle
Address  adit-bundle-windows-x6-20130219\. - & ?C]Ev o
Folders. x
=D [edt-bundie-windows-+6-20130219.zip]
4[| adt-bundie-windows-86-20130219
4 | eclipse
configuration
dropins eclipse sdk SDK Manager.exe
features.
p2
plugins
readme
sdk
extras
platforms
platform-tools
system-images
tools
Folder: adit-bundle-windows-186-20130219 Total 8060 files, 606 523KE 900

The archive will have the same structure on the Linux- or Unix-based distributions.

s
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Installing the Java Development Kit (JDK)

Android uses a customized version of the Java runtime to support its applications. This
means, before we can get going with Eclipse and developing Android applications, we actually
need to install the Java runtime and development tools. These are available in the Java
Development Kit (JDK).

How to do it...

Installing the JDK on Windows works as follows:

1. Grab a copy of the JDK from Oracle's Downloads page, http://www.oracle.com/
technetwork/java/javase/downloads/index.html. Click on DOWNLOAD.
The following screenshot shows the Downloads page:

Overview Downloads Documentation Community Technologies Training

:Java SE Downloads

Next Releases (Early Access) Embedded Use Previous Releases

= Java % NetBeans
[~ oowniomos [~ oownionos

Java Platform (JDK) Tuds JDK Tudb & NetBeans 7.4

| Java Platform, Standard Edition

Java SE Tuds

This release includes important security fixes. Oracle strongly recommends that all Java SE 7
users upgrade to this release.

Learn more #
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2. Make sure to select the appropriate version for your system type; see the previous
walkthrough to find out how to check your system type. The following screenshot
highlights the Windows system types supported by the Oracle Java JDK:

TTOUOCT T T oS T T

TS TS

O TIITOO

Linux ARM vEn7 Hard Float ABI
Linux ARM vENT Soft Float ABI
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jdk-7uds-linu-arm-vfp-hfit tar gz
jdk-Fuds-linux-arm-vfp-sflttar.gz
jdk-Tud5-linux-i586.rpm
jdk-Tudb-inux-i586.tar.gz
jdk-Tud5-linux-x64.rpm
jdk-Tud5-linux-x64 targz
jdk-Tud5-macosx-x64.dmg
jdk-Tud5-solaris-i586 tarZ
jdk-Tuds-solaris-is86.targz
jdk-7uds-solaris-x64 tar.Z
jdk-Tudb-solaris-x64 targz
jdk-7uds-solaris-sparc.tarZ
jdk-Tud5-zolaris-sparc.targz
jdk-Tudb-solaris-sparcvd tarZ
jdk-Tud5-zolaris-sparcvd targz
jdk-Tud5-windows-i586. exe
jdk-7uds-windows-x64. exe

3. After downloading the JDK, run the jdk- [version] - [platform version] .
exe file. For instance, you could have an EXE file named something like jdk-
7u21-windows-1586.exe. All you need to do now is follow the prompts until the
installation of all the setups is completed. The following screenshot is what the install
wizard should look like once it's launched:

fEﬂ Java SE Development Kit 7 Update 21 - Setup - ™ ﬂi

ORACLE

Welcome to the Installation Wizard for Java SE Development Kit 7 Update 21

This wizard will guide you through the installation process for the Java SE Development

Kit 7 Update 21.

The JavaF¥ SDK is now included as part of the JDK.
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Once the install wizard has done its job, you should see a fresh install of your JDK and JRE under
C:\Program Files\Java\jdk [version] and should now be able to launch Eclipse.

There's more...

Installing the Java Runtime and Development tools on Ubuntu Linux is somewhat simpler.
Seeing that Ubuntu has a sophisticated package and repository manager, all you need to do
is make use of it by firing off a few simple commands from the terminal window. You need to
execute the following steps:

1. Open a terminal, either by searching for the terminal application via your Unity, KDE,
or Gnome desktop or by pressing Ctrl + Alt + T.

2. You may need to update your package list before installation, unless you've already
done that a couple of minutes ago. You can do this by executing either of the
following commands:

sudo aptitude update //If you have aptitude installed

Or:
sudo apt-get update

You should see your terminal print out all the downloads it's performing from your
repositories as shown in the following screenshot:

$ sudo apt-get update

:1 http://ftp.sun.ac.za lucid Release.gpg [189B]
http://ftp.sun.ac.za/ftp/ubuntu/ lucid/main Translation-en_ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid/restricted Translation-en_ZA
:2 http://dl.google.com stable Release.gpg [198B]
:3 http://archive.ubuntu.com hardy Release.gpg [189B]
http://archive.ubuntu.com/ubuntu/ hardy/main Translation-en ZA
http://archive.ubuntu.com/ubuntu/ hardy/multiverse Translation-en_ZA
:4 http://archive.ubuntu.com hardy-updates Release.gpg [198B]
http://archive.ubuntu.com/ubuntu/ hardy-updates/main Translation-en_ZA
http://archive.ubuntu.com/ubuntu/ hardy-updates/multiverse Translation-en ZA
:5 http://ppa.launchpad.net lucid Release.gpg [316B]
http://ppa.launchpad.net/ubuntu-x-swat/x-updates/ubuntu/ lucid/main Translation-en_ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid/universe Translation-en_ZA
http://dl.google. com/linux/chrome/deb/ stable/main Translation-en_ZA
http://archive.ubuntu.com hardy Release
:6 http://dl.google.com stable Release.gpg [198B]
http://ppa.launchpad.net lucid Release
:7 http://archive.canonical.com lucid Release.gpg [198B]
http://archive.canonical.con/ lucid/partner Translation-en ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid/multiverse Translation-en ZA
http://dl.google. com/linux/talkplugin/deb/ stable/main Translation-en_ZA
http://archive.ubuntu.com hardy-updates Release
http://ppa.launchpad.net lucid/main Packages
http://archive.canonical.com lucid Release
:8 http://ftp.sun.ac.za lucid-updates Release.gpg [198B]
http://dl.google.con stable Release
http://dl.google.con stable Release
http://archive.canonical.com lucid/partner Packages
http://archive.ubuntu.com hardy/main Packages
http://archive.ubuntu.com hardy/multiverse Packages
http://ftp.sun.ac.za/ftp/ubuntu/ lucid-updates/main Translation-en ZA
http://archive.ubuntu.com hardy-updates/main Packages
http://archive.ubuntu.com hardy-updates/multiverse Packages

gn http://ftp.sun.ac.za/ftp/ubuntu/ lucid-updates/restricted Translation-en_ZA
:9 http://toolbelt.heroku.com ./ Release.gpg [490B]
http://dl.google.com stable/main Packages
http://toolbelt.heroku.com/ubuntu/ ./ Translation-en_ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid-updates/universe Translation-en_ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid-updates/multiverse Translation-en_zA
http://dl.google.com stable/main Packages
:10 http://ftp.sun.ac.za lucid-security Release.gpg [198B]
http://toolbelt.heroku.com ./ Release
http://ftp.sun.ac.za/ftp/ubuntu/ lucid-security/main Translation-en_ZA
http://ftp.sun.ac.za/ftp/ubuntu/ lucid-security/restricted Translation-en_zZA




3. Once that's done, execute the following command:

sudo apt-get install openjdk- [version] -jdk apt-get
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You will need to enter your password if you have been added to your sudoers file
correctly. Alternatively, you could borrow root privileges to do this by executing the
following command, assuming that you have the root user's password:

su root

This is displayed in the following screenshot:

@blac 0w:~$ aptitude search jdk

A default-jdk

default-jdk-builddep

default-jdk-doc
4.4-jdk

sun-javas-jdk
a6-jdk

dckwidow:~$ apt-get install openjdk-6-jdk
: Could not open lock file /var/lib/dpkg/lock - open (13: Permission denied)
: Unable to lock the administration directory (/var/lib/dpkg/), are you root?
k3170makan@bldckwidow:~$ sudo !
sudo apt-get install openjdk-6-jdk
[sudo] password for k317@makan

acka .. Done
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v
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P
P
k:
E
3

ependency tree
ate information. Done
jdk is already the newest version.
a newly installed, 0 to remove and 21 not upgraded.
k3176makan@bldckwidew:~$ [

- Standard Java or Java compatible Developm
- Standard Java or Java compatible build de
- Standard Java or Java compatible Developm

- Java runtime based on OpenJDK (debugging
- Java runtime based on OpenJDK (demos and
- OpenJDK Development Kit (JDK) documentati
- OpenJDK Development Kit (JDK)

- OpenJDK Java runtime, using Hotspot JIT

- OpenJDK Java runtime, using Hotspot JIT

- OpenJDK Java runtime (architecture indepe

- Alternative JVM for OpenJDK, using Zero/S
Llopment Kit (JDK) source file

Development Kit (JDK) 5.0
- Sun Java(TM) Development Kit (JDK) 6

Once your JDK is installed properly, you should be able to launch Eclipse and get going with
your Android development. When you launch Eclipse, you should see the following screenshot:

ANDROID

DEVELOPER
TOOLS ..

After successful installation, the toolbar in your Eclipse installation should look something like

the one in the following screenshot:
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Updating the API sources

The SDK manager and related tools come bundled with the ADT package; they provide access
to the latest and most stable APIs, Android emulator images, and various debugging and
application testing tools. The following walkthrough shows you how to update your APIs and
other Android development-related resources.

How to do it...

Updating the APIs for your ADT works as follows:

1. Navigate to the SDK manager. If you're doing this all from Windows, you should find it
in the root of the ADT-bundle folder called SDK Manager.exe. Ubuntu users will
find itat [path to ADT-bundle] /sdk/tools/android.

2. Allyou need to do is launch the SDK manager. It should start up and begin retrieving
a fresh list of the available APl and documentation packages.

viewer jobb lint tie jautonatorviewer
lib  mksdcard monke) pro E ipalign

©.©0 Android SDK Manager
Pa ols.

Packages S
Name.

Tools,
Android 4.2 (API 17)
Android 4.1.2 (AP1 16)
Android 4.0.3 (AP1 15)
Android 4.0 (API 14)
Android 3.2 (A1 13)
Android 3.1 (API 12)
Android 3.0 (API 1)
Android 2.3.3 (API 10)
Android 2.2 (AP1 8)
Android 2.1 (AP17)

Show: @ Updates/New @ Installed  Obsolete Select New or Updates  [[install3 packages

Sortby: @ APl level Repository Deselect Al Delete 3 packages

=B
Done loading packages.

3. You will need to make sure that you select the Tools package; of course, you could
also select any other additional packages. A good idea would be to download the last
two versions. Android is very backward compatible so you don't really need to worry
too much about the older APIs and documentation, unless you're using it to support
really old Android devices.

4. You will need to indicate that you accept the license agreement. You can either do
this for every single object being installed or you can click on Accept All.
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5. Once you've accepted the licenses, you can collect your documentation and APIs by
clicking on Install as shown in the following screenshot:

645 cd sdk/
/sdks 1s

lin 64/5dks cd platforn-tools/
dle/adt-bundle-Linux-x86_64/5dk/platforn-toolss ;
kane fe/adt-bundl

aidl b 1L

6_64/sdk/platforn-to
dexdunp dx fastboot c
Lackwidew:~/android-adt-bundle/adt -bundl

-cc NOTICE.txt renderscript source.properties

t ant apps e mips emulator-arm enulator-x86 hierarchyviewer jobb Lint monitor NOTICE.txt source.properties s templates uiautomatorviewer
apkbuil x86  enulator-mips etcltool hprof-conv b  mksdcard monkeyrunner proguard Lites s traceview zipalign
Ldckwidow:~/android-adt-bundle/adt-bundle- Linux-x86_64/sdk/tools$ . /android

Android SDK Manager
kages Tools
©.@ Choose Packages to Install

Packages Package Description & License

 Documentation for Android SDK, AF Package Description

~ SDK Platform Android 4.2.2, APl 17/ | Documentation for Android SDK, API 17, revision 2
 SDK Platform Android 4.1.2, API 16, archive Description
v SDK Platform Android 403, API 15, Archive for any 05

v SOK Pltform Andoid 40, AP 141 S0 T3 e onaaspeasszanescboncoiras

v Samples for SOK API 17, revision 1

~ Samples for SDK API 16, revision 1| License 5
v Samples for SDK API 15, revision 2 . - -

Accept | Reject @® [Accept All

sty

Y7 ANGrOI 4:U (AP 14

Show. @ UpdatesiNew @ Installed ~ Obsolete Select New or Updates

Sortby: @ AP level Repository Deselect All

Done loading packages.

Alternative installation of the ADT

If the preceding methods for installing Eclipse and the ADT plugin don't work for some reason,
you could always take the old school route and download your own copy of Eclipse and install
the ADT plugin manually via Eclipse.
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How to do it...

Downloading and plugging in the ADT works as follows:

1. Download Eclipse—Helios or a later version—from http://www.eclipse.org/

downloads/. Please make sure to select the appropriate version for your operating

system. You should see a page that looks like the following screenshot:

Home Downloads Users Members Committers Resources Projects  About Us Sougle” Custom Ssarch

Eclipse'Downloads .

Packages Developer Builds Projects W Follow @Eclipsefdn | Fllke 41k

Eclipse Juno (4.2) SR2 Packages for [IREeNEY [N E TR 1500

£a21 Eclipse IDE for Java EE Developers, 228 1B, Windows 32 Bit o CEEer

RSH Downloaded 1,598,494 Tmes  Details Windows 64 Bit = Compare/Combine Packages
= Known Issues
. Eclipse Classic 4.2.2, 12218 Windows 32 Bit = Updating Eclipse
Downioaded 1,036,726 Tmes  Detals  Other Downloads Windows 64 Bit

Eclipse IDE for Java Developers, 150 us Windows 32 Bit

Downloaded 641,062 Times. Details ‘Windows 64 Bit
g Jaspersoft Studio Promoted Downlosd § o
The new and improved report designer for JasperReports.

@+ Eclipse IDE for C/C++ Developers, 120 8 Windows 32 Bit

=
[ Eclipse Downloads x | ((_ ADT Plugin | Android Developers x | + [=[5ES
¢« » 9@ B v [rrrrrmT ][B- oo Pl & @ #-

i

Downloaded 328,635 Times.  Details Windows 64 Bit
Eclipse for Mobile Developers, 144 18 Windows 32 Bit
Dowrnloaded 219,691 Times. Details ‘Windows 64 Bit
Related Links
Eclipse IDE for Java and DSL Developers, 260 MB Windows 32 Bit Ry e ist v
Dowrnloaded 184,812 Times: Details Windows 64 Bit
= Make a Donation
3 F
|5, Eclipse IDE for Java and Report Developers, 267 18 Windows 32 Bit e
BIR1| Downloaded 101,772 Times  Details Windows 64 Bit = Eclipse Juno (4.2)
= Eclipse Indigo (3.7)
@ Eclipse for RCP and RAP Developers, 228 ug. Windows 32 Bit = Older Versions
Downloaded 97,324 Times.  Details Windows 64 Bit
Hint- v

2. Download the ADT bundle for your platform version from the Android website,
http://developer.android.com/sdk/installing/installing-adt.
html. The following screenshot displays a part of the page on this website:

you are UNaDnIe TO USE pPSE 10 dowWnioad
file to your local machine and manually install it:

1. Download the ADT Plugin zip file (do not unpack it):

Comiage——— Lse s

ADT-22.3.0.zip 14493723 bytes 0189080b23dfa0f866adafaaafcc3dab

2. Start Eclipse, then select Help = Install New Software.
3. Click Add, in the top-right corner.

4. Inthe Add Repository dialog, click Archive.

5. Select the downloaded ADT-22.3.0.zip file and click OK.

3. Make sure you have the Java JDK installed.

]
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4. If your JDK installation is good to go, run the Eclipse installer you downloaded in step 1.

5. Once Eclipse is installed and ready to go, plugin your ADT.

6. Open Eclipse and click on the Help button in the menu bar.

TESITI —y —

File Edit Run Source Navigate Search Project Refacter Window
S

(md BE B -0~ 40 wecome
[# Package Explorer i} =8 (7 Help Contents
ESG~ 7 Search
Dynamic Help
Key Assist.. CtrleShiftsL
Tips and Tricks...
Cheat Sheets..
Check for Updates
Install New Software.

About ADT

[2! Problems 2 @ Javadoc| [, Declaration
0 items
Description ’ Resource Path

3

o o]
= [Em) @ oows
= O[5 outline 2 =g

An outline is not available.

Location Type

19M of 57TM o

7. Click on Install New Software....

[}



Android Development Tools

8. The Available Software dialog box will pop

up. You need to click on Add....

TR TR TOEE [

Java - ADT ‘ . M (G Tnstall
File Edit Run Source Navigate Search
Available Software
] J
i[5 B8 B~ d [ [ Java | & DDMS
|| Selecta site or enter the location of a site, 3.[— L
[£ Package Explorer &2 =08 = BBz Outline £2 =8
oE ~ An outline is not available.
Work with:  type or select a site - Add...
Find more software by working with the "Avilable Software Sites" preferences.
type filter text
Name Version
(1@ There is ¢}y add Repositary ==
Name: Local..
Location: ~http://
Ce=adl @
Select All {—
Details
Show only the latest versions of available software ["|Hide items that are already installed
Group items by category What is lready installed?
["] Show only software applicable to target environment
[¥] Contact all update sites during install to find required software
o F S
U, | &
q
@ < Back Next » Finish
kg 35M of 57M ]

9. The Add Repository dialog box will show up.

You need to click on the Archive... button.

10. Afile browser should pop up. At this point, you will need to navigate to the ADT ZIP file

that you downloaded in the previous steps.

Java - ADT ‘

(@) Install

—

File Edt Run Source Navigate Search
=] o

==k
(@) Add Repository

= Available Software
fi~-

Select a site or enter the location of a site,

[2 Package Explorer 53
=

Name:

Location:  http://

are by working with the " Availzble Software Sites" preferences.

] & (&2 ) @ ooms
JD“ = 5)(Tz gutline =8
Add...

An outline is not available.

i Favorites

Version

oK Cancel ‘

r@ Repositery archive — @

@Qv\ <« Documents » AndroidTools + -4 o]
Organize v New folder =~ 0 @

Documents library

Arrange by: Folder +
Select A1 4 B Desktop AndroidTools S
Detaie & Downloads Name Date modified Type
2 RecycleBin

11. After finding the ADT file, click on Open.
12. Then click on OK.
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13. You will be shown the available packages in the . zip archive. Click on Select All and

then on Next.

@JEHE'ADI ‘ — —— -
File Edit Run Source MNavigate Search
o= 688 - ]
12 Package Explorer 12 =)
BES Y
q
oi|
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() Install

Install Details

(@ Vour original request has been modified, See the details.

Name
Lg% Android DDMS
(g% Android Development Tools
‘Android Hierarchy Viewer
¥
Android Native Development Tools
P
(g2 Android Traceview
Lg% Tracer for OpenGL ES

&

Version u

11 droid.ide.eclipse.ddms feat
1.1.04201 droid.ide.cclipse.adt.feat
11,0201 droid.ide.eclipse. hierarchyviewer .
1104201 droid.ide.ecl

11,0201 draid ik

11 droid.ide.ecl

<
Size: Unknown

Details

Your original request has been modified

"Android DDMS" is already installed, so an update will be performed instead
"Android Development Tools" is already installed, so an update will be performed instead.

@)

<Back | Nex> Finish Cancel

64M of 145M

@

& (@ ava)

= O/[5= Outline 52

An outline is not available.

14. You will now need to accept the license agreement; of course, you reserve the right
not to. It's always a good idea to give it a read. If you're happy, select the | accept the
terms of the license agreements option and then click on Finish.

() Install

Review Licenses

Licenses:

Licenses must be reviewed and accepted before the software can be installed.

License text:

1 Apache License
» Eclipse Public License - 10

» Note: jcommen-1.0.12,ar is under the BSD license rather than the Al
» Note leoml2-2.2.0.jar is under the BSD license rather than the EPL. V¢

Version 2, January 2004
hittp://wuw.apache.org/licenses/

TERMS AND CONDITIONS FOR USE,
REPRODUCTION, AND DISTRIBUTION

1, Definitions,

"License" shall mean the terms and conditions for
use, reproduction,

and distribution as defined by Sections 1 through 9
of this document.

“Licensor” shall mean the copyright owner or entity
authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting
entity and all

other entities that control, are controlled by, or are:
under common

control with that entity, For the purposes of this
definition,

"control” means (i) the power, direct or indirect, to
causethe

Taccept the terms of the license agreements

+ | ®1donot accept the terms of the license agreements

)

Next > Finish

Cancel

Apache License 2

Java-ADT S
Fle Edit Run Source MNavigate Search
ra- g -]
[% Package Explorer £ =0 :
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E
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|
o
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15. The software installation will now begin. You may get a warning stating that the
content is unsigned and the authenticity cannot be verified. Click on OK.

[ Java-soT 1 i N #[ =aEl = |
File Edit Run Source Navigate Search Project Refactor Window Help
(iR BE M- @ HBrO0-Qr H#EGr @S w - - - - g@DDMs
[# Package Explorer £1 =8 = 0[5 outline 2 =0
9% v An outline is not availzble.
{@ Installing Software = = l
[ l
@) security Waming B |
Warning: Vou are installing software that contains unsigned content, The authenticity
85 or validity of this software cannot be established. Do you want to continue with the
installation?
0K J[ Concet ][ Detaiszx |
C "

[&l Problems 52 @ Javado| [ Declaration
0items
Description ’ Resource Path Location Type

75M of 145M [  Installing Software: (39%) =L}

16. Restart Eclipse.

The Android SDK, the device emulator, and the supporting Eclipse functionality should be
ready to go now. See your Eclipse toolbar. It should have some new icons.

Installing the Native Development Kit (NDK)

If you want to do any low-level exploitation or development on your Android device, you will
need to make sure that you can write applications at a lower level on the Android platform.
Low level means development in languages like C/C++ using compilers that are built to suit
the embedded platform and its various nuances.

What's the difference between Java and the native/low-level programming languages? Well, this
topic alone could fill an entire book. But to state just the bare surface-level differences, Java
code is compiled and statically—meaning the source code is analyzed—checked before being
run in a virtual machine. For Android Java, this virtual machine is called the Dalvik—more on
this later. The natively developed components of Android run verbatim—as their source code
specifies—on the embedded Linux-like operating system that comes shipped with the Android
devices. There is no extra layer of interpretation and checking—besides the odd compiler
extensions and optimizations—that goes into getting the native code to run.
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